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Quick Installation Guide

1 How to set up the AnexGATE firewall?

Ans- Switch on you AnexGATE and connect a monitor to see the booting of AnexGATE. After
booting connect a cross cable one end into the LAN 3 port ( In four port appliance) or LAN 4
port (in 6 port Appliance) and the other end to your LAPTP or desktop.

As the AnexGATE by default IP is 192.168.10.1, configure your LAPTOP /Desktop in the
192.168.10.x series like below-

IP—192.168.10.11
Subnet- 255.255.255.0
Gateway —192.168.10.1

Primary DNS—192.168.10.1

After this now open a browser like Mozila or IE version7 or 8 and hit the anexgate ip
192.168.10.1

Put the username password as the bydefault username /password is admin/admin00

Agree the terms and condition and



WELCOME TO ANEXGATE GUI

2 How to configure the Local Domain and Network Interfaces.

Ans -- To configure the you LAN and WAN IP please follow the below path

To configure the WAN—

Click on Network ---->Network Interface --> WAN

Click on WAN1 interface—

Description — Put the description of your WAN interface Like BSNL, Airtel, Sify etc.
Port Name—WAN1 (By default)

Hardware Type — Ethernet (By default)

Port Speed -- Auto

MTU - 1500(By default)

Clone MAC address --

Interface Type—select your type for WAN like Static, DHCP, PPOE
Interface IP — configure your interface IP

Subnet Mask — provide by ISP

Broadcast IP — by default it will take after configure the subnet mask

Gateway—provided by ISP

Click Submit tab (wait until done) Please refer below Screen shot

Similarly YOU CAN CONFIGURE ANOTHER WAN PORT



* WAN

Crezcription CITY QHLIME

Port Marne wrarl

Hardware Type Ethemet

Port Speed Auto b
Select WLAM Port Mone b
raTu 1500

Clane MAC Address

Interface Type Static WAk b
Configure Static WAN
Interface IR¥ 202,192 246,74
Subriet Mazk 255,255,255, 248
Broadcast &ddress™ 202,192 246,79
Gateway * 203,192,246, 73
To Configure the LAN -

Network — Network Interface = LAN
Description — Provide any Name for your LAN
Port Name - LAN1 (by default)

Hardware type -- Ethernet ( By default)

Port Speed -- Auto

MTU -- 1500 ( By default)

Interface Type — Static LAN

Interface IP — configure your LOCAL LAN IP
Subnet — subnet of your local LAN

Broadcast IP — it will take automatically



DHCP — if you want to enable the DHCP check this tab (note-- use only if you want to use
anexgate as a DHCP server. If you have any another DHCP server in your local LAN please do
not enable this tab)

Click on submit (wait up to done).

Please refer below screen shot.

¥ LAM

Crescription S55PL LAM

Port Marme Ll

Hardware Type Ethemet

Port Speed Auto hd
MTLU™ 1500

Interface Type Static LA

Configure Static LAMN

Interface IP* 192.168.2,10
Subret Mask ® 255,255,255 0
Eroadcast Address™ 192.168.2.255
DHCP Enable

Configure DHCP Server

Crynamic DS
Leaze Time (Hours)™® 24
Pool Start IR 192, 168.2,100
Pool End Ip™ 192.168.2.150

LS Domain Mame

M5 Server IP1 192,168.2.10
LS Server IP2

Router IP 192,168.2.10

NOTE-- SIMILARLY YOU CAN CONFIGURE ANOTHER LAN INTERFACE IF YOU WANT TO USE.



CONFIGURE YOUR LOCAL DOMAIN AND DNS IP.

Click on Network — Network --- domain — DNS configuration
Domain name -- configure your local domain (ex. box.sssl.co.in)
Use LAN1 IP for Domain name resolution (DNS) — enable
Alternate DNS server — enable and configure your ISP DNS IP.

Click on submit after configuration. Please refer below screen shot

Physical interfaces and networking parameters

Domain  Metwork Interfaces  Static Routes  Multicast Routes

Dromain

DNS Configuration Domains  Conditional Forwarders

DM% Configuration

*

Domain Mame b szzlco.in

Use lan1 IP for Cromain Mame Resolution

Enable Alternate DHS Servers

Alternate DS Server IP1Y 4222
Alternate DMS Server IP2 202,192,246 .2

3. How to configure the Proxy, content filtering in the AnexGATE.

ANS -- to configure the Proxy (Non Transparent) please follow the below steps.



1. Click on the Security - firewall - Rule

The AnexGATE firewall is having some by default like below ---

ﬂ System Network Security | VPN Proxy  Services Applications Administration

Firewall Inktrusion

Search in configurstion

Configure Security Settings For the Firewall

Rules Predefined Rules MNAT MetMap Tunnels Proxy ARP  Policy VYiew Zones  Emergency Access  Time Group

# FRules m m u n E Rule Murnber 1 @ble tru§Ru|e Marne Web Proxy Action Redirect Source Zome LAM Source Interface Any Soo

# FRules m E u n E Rule Muriber 2 Enable False Fule Marme POP3 Proxy Action Redirect Source Zone LAM  Source Interface Aoy S

# FRules m m u n E Rule Hurnber 3 Enable False Rule Hame SMTP Proxy Action Redirect Source Zorne LAM Source Interface Ang S

# FRules m m u n E Rule Murnber 4 Enable brue Rule Marme ICMP/Ping to ALL  Action Accept Source Zone LAN  Source ImterFace An

Shiowing 1 - 4 of 4
* Displaying 10 records per page

Just disable the web proxy (Rule No 1) redirection rule and submit.

After that Click on Proxy TAB --- web proxy,
Configure the web proxy like below---

Web Proxy --- Enable (check the Box)

Click on Option —

Enable Web Guard --- Enable

Enable web Cache — Enable

Web cache size in MB — 2000 in MB (By default , you can increase upto 2000000 MB)



No of Child Process — 10 (By Default )
Port No --- 3128 (By default proxy port ) { change the port as per your network proxy port )

Enable site access through IP address — If you want to access the website through IP address
enable this option

Log Blocked Site --- Enable
Proxy Authentication -- Non Transparent

User Authentication -- Disable (If you do not want user proxy with user name Authentication )

You can also use the Authentication method like External LDAP (Active directory) or Internal
LDAP.

Click on Submit after configuration

Please refer below screen shot



Web Proxy POP3 Proxy  SMTP Proxy Chat Proxy  FTP Proxy

Search in configuration

Web Proxy

Erable

Options  Anti ¥irus  Default Rules Group Rules  Time Period  Bandwidth Pool WPAD  Advanced

DOptions

Enable Web Guard
Enable wieb Cache
web Cache Size [in ME) 2000
Murnber of Child Process™® in
Port Murnber G030

Enable Site Access through IP Address

Lag Blocked Sites
Enable Bandwidth poals
Proxy Type Maon Transparent b

Mon Transparent Configuration

User Authentication Dizable bt

If you select the user authentication with internal LADAP you need to configure user in the
AnexGATE user management please follow the below path

Services = User Management
Create the user and enable the web access account.

Please refer below screen shot



ﬁ System Hetwiork Security VPN Proxy Senvices

User Management  Monitoring  Reporting  Mail Server  Pop Mail  SNMP

Zearch in configuration

User Management

Users Mail Domains

¥ Users m m ﬁj

First Mame * admin

Last Marne™® admin

Usar-1D ¥ admin

Password * [Tt ]

Carfirm Passward ™ LYY T ]

Uzer Type Adrninistrator il

Configuration Details

Create Mail Account

Create IM Account W

Emable Wieb Access

Create PPTP &ccount

4. How to create the default rule and Group rules in the AnexGATE Proxy.

Ans- To configure the default rule in the AnexGATE Proxy please find the below path..
Proxy-—=> Web proxy--—> Default Rules

Bandwidth Pool — Default

Max Simultaneously connection per user/ip -- By default its is 50

Http download limit --- to limit the http download for proxy user ( Unlimited by default)
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Https upload limit --- to limit the upload size for proxy users (unlimited by default)

Enable mime type --- check the box for enable (to limit the Audio, video and application,
multipart etc)

Default Rule — Configure the default proxy rule for the Network .Define the custom category to
allow and blocked.( Unselected mean allowed)

Allowed domain—Allow some particular domain for the Proxy users.

Blocked Domain — Blocked the domain for the network i.e orkut.co.in, Microsoft.com etc.

All other sites -- Allow or Blocked (Define for all other sites).Please refers below screen shot for
the same.

After the above configuration please click on submit until done.
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Web Prony  POP3 Proxy

Search in configuration

SMTP Proxy  Chat Prowy  FTP Proxy

Web Proxy
Enable

Options  Anti Yirus

Default Rules  Group Rules

Time Period  Bandwidth Pool

WPAD  Advanced

Default Rules

Bandwidth Pacl

HTTP Drawnlaad Lirit
HTTP Upload Limit

Enable Mime Type Filter

Max, Simultaneaus Cannectians per Usar fIR

Dufirlt

0
Unlirmited
Unlirnited

Mime Type Filter
Block Audio

Block Videa

Black Application
Black Multipart
Black. Image

Custom List

Download and Upload
Download and Upload
Download and Upload
Dawrlaad and Uplaad
Disable
Disable
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Web Proxy POP3Proxy SMTP Proxy ChatProxy FTP Proxy
Cushor List Lizable b A

¥ Default Access Control

Elocked Uniselected Alloweed
adult {empty) audio-video
ads broking
aggressive crickst
gambling . - drugs

Choose Category phishing 22 28 | Forurs
spyware o« ha;klng
winlence mail

misc
proxy

Allawed DomainsURLs

Elocked DomnainsURLs

All Other Sites ALLOY N

5 -How to configure the Group rules in the AnexGATE Proxy .
Ans— Go to proxy = Web Proxy - Group Rules-—>

In the group rules you can create and define the various policies for the groups .please see the
below configuration

Enable Rule — Enable the Rules for the Group.
Rule No --Define as per your requirement .

Rule Name -- Define the Name for the Group

14



Do not generate the Report for this Group — enable or disable as per requirement.

IP address Group --- define the IP address of the Group Member.

User Group --- If the Proxy is on User Authentication Mode select the member of the Group.
No. of the Connection per Client -- 50 By Default

Http downlimit --- Set as per requirement (unlimited By Default)

Http download limit — Set as per requirement (Unlimited By default)

Mime type filter — Set as per requirement

Enable Time Period --- Enable if you want to define the time period wise policies.

Bandwidth Pool — By default

Define Access Control — as per requirement

Click on submit after configuration. Please refer below screen shot for help.
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Web Proxy POP3 Prony SMTP Proxy Chat Prowy  FTP Proy

Options  Anti Yirus  Default Rules

Group Rules  Time Period  Bandwidth Pool WPAD  Advanced

¥ Group Rules

Enable Rule
Fule Murnber
Rule Name™

Do Mot Gererate Report For This Group

IP Address Group

Muraber of Connections per Client
HTTP Download Limit

HTTP Upload Limit

Enable Mime Type Filter

Enable Time Pariad

Bandwidth Poal

Default Access Control

RE00 @

1

| management|

O

192.168.2. 7%
192.168.2.80

50

Urlirnited b4

<

Urlirnited

O
O

Dafault bt
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Default Access Control

¥ Default Access Control

Choose Categary

Alloweed DormainsAJRLs

Elacked Dormnains AJRLs

all Sther Sites

Elocked Unzelected

adult

>

http: S justwatchrowie blogspot.com

ALLCW ¥

femety)

Allowed
ads

aggressive
audio-video
broking
cricket
drugs
garbling
farurns
hacking
rrail

6. How to configure the Time Period policy for Proxy users.

Ans — to Configure the time policy for the Proxy users please follow the below path

Proxy -= Time Period

Enable — check for enable
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Name — define the time period name please refer the screen shoot

Web Proxy POP3 Proxy  SMTP Proxy Chat Proxy  FTP Proxy

Search in configurstion

Web Proxy

Enable

Options  Anti ¥irus  Default Rules  Group Rules | Time Period

¥ Time Period m m Tjj
Enable

Marne Unnarmed Time-Peariod

Create Mew Specify Time Duration I

Bandwidth Pool

WPAD  Advanced

Click on Create new Specify time duration
Define the type — Week Based or date Based
Name — Duration Rule or any Name for the Rule

Please refer below screen shot
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¥ Specify Time Duration m 'I]j
Type Weak Based W
Marne Cruration Rule
WeekDay Rule
Select all Days
Maon
Tue
'ed
Thu
Fri
Sat
Sun
Time
From Hour (Rh)* oo
Fraom Minute (ram) ™ oo
To Hour(hh) 23
Ta Minutelrrm) ™ £9

After Configure the time slots you will get a new TAB at Group rule Access control within Time
Slots and you can configure the time policy as same like the default rule.

7.How to configure the firewall filter rule for the AnexGATE and enable to the
AnexGATE for remote support.

ANS- To configure the firewall filter rule click on Security--=>Firewall - Rules
You will get some bydefault rules that is already configure.

To add a new rule Just click on Add above or add below rule A+.

You will get the tab like below-
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Rule Nurbzr
Enzble

Rule Mams
Action

Source Zone

[(]

Source Interface Ay
Source IP/MAC Address

Dest Zone

(]

Dest Interfacs Ay
Diest IP Address

Forward Port To
Redirect Port To
Protocol

Original Dest Port
ICMP Type

Source Port

Criginal Dest IP

Rate Limit Per Second

Enable—to enable or disable the rule

Rule Name — provide the rule name

Action — select the action Accept, Reject, Drop, Forward, Redirect
Source Zone—Select the Source Zone for the rule like LAN, WAN DMZ

Source Interface- select the Interface for the Particular Interface like lanl,wanl etc Any is
bydefault

Source IP—slect the source IP to create the rule for perticluar IP or Subnet
Dest,Zone—select the destination zone for the firewall rule

Dest. Interface- select the destination interface like wani,lan1 Any will be bydefault\
Deat. IP—enter the IP {if you want to create the rule for particular destination IP
Forward port-- add the forward port if required

Redirect port — Add the redirect port

20



Protocol- Select the Protocol like TCP, UDP, ICMP, All
Destination Port—Add the destination port

Original Destination IP — Add the destination IP

EX—Configure the Rule to open the custom firewall port for FTP, TELNET, SSH, and other Ports

The Rule be like below screen shot

Rule Number

Enzhbl=

Rule Nams

Action

Source Zone

Source Interface
Source IPMAC Address
Dest Zone

Diest Interface

Dest IP Address
Forward Port To
Redirect Port To
Protocol

Original Dest Port™
ICMP Type

Source Port

Original Dest TP

Rate Limit Per Second

And just submit the rule. The firewall will open the particular port from Source zone LAN to

1

CUSTOM PORT
Accept

LAM

Ay

WAN

Ay

TCP

[ TR

[]

21,22,23,3000,3389|

destination zone WAN.
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If you want to configure the firewall rule for particular source and destination just add the
source and destination IP.

To Enable to remote support for AnexGATE just click the Security --- firewall --->Predefined
Rule and just enable the rule no1 SECURE WEB LOGIN and Submit. Refer the below screen
shot

¥ Predefined Rules

Rule Number 1

Enzble

Rulz Mame Serurz Web Login

Action Accapt

Source Zone ALL El
Source Interface Ay

Source IPFMAC Address

Dest Zone THIS-FIREWALL

Dest Interface Ay

Diest IP Address

Forward Port To

Redirect Port To

Protocol TCP
Original Dest Port™ 4343
ICMP Type

Source Port

8- How to configure the PPTP VPN and IPSEC VPN in the AnexGATE
ANS- To configure the PPTP VPN please follow the below instruction.

# please clicks on Security --=>Firewall -2>Tunnel and add new

¥ Tunnels A JA*] + | + IR
Rule Number 1

Enzble

Tunnel Name PPTP vpn

Type PPTP VEN [
Zone™ WAN =

Enable --- to enable the rule



Tunnel Name — Give the Tunnel name

Type — Select the Type like PPTP VPN or IPSEC VPN

Zone — Zone will be WAN for PPTP and IPSEC VPN

NOTE — If you want to configure the PPTP and IPSEC VPN you have create separate rule for both

(PPTP and IPSEC)

¥ Tunnels mmnn 'ﬁj
Rulz Number 3

Enzble

Tunnel Hame IPSECVPN

Type IPS=c VPN [=]
IPSec Protocol ESD

Zone™ WAN =

Just click on submit to save the configuration

After the above configuration click on Security--- Firewall ---Policy and add the below two rule

for PPTP
¥ Policy REOB T
Rulz Mumber 5
Enzhble
Policy Mame pptp
Source Zone™ FETP El
Dest Zone™ LAM [=]
Policy™ Accept [
Leg Ensble
Rate Limit Per Second
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¥ Policy BEOE @
Rule Number 6

Enzble

Policy Mame pptp

Source Zone™ LAN [
Dest Zone™ PETP (]
Policy™ Accept [
Log Enable

Rate Limit Per Second

And submit the configuration.
No need to add any additional rule in the POLICY for IPSEC VPN
After the Above configuration click on VPN --- PPTP

For the configuration of PPTP server please follow the below screen shot-

Configure PPTP
Enable
PPTP VPN Configuration
Server PRTP IP Address™ 10.10.10.10
Client IP Pool™ 10,10.10.11-100
CHAP I:l
MS-CHAP-v1 [
MS-CHAP-v2
MPPE Encryption 128hit [ ]
DNS Serverl
DMNS Server?
WINS Server
Cliant Idle Time Cut {in sac) 15000
Client Failure Time Cut (in sec) &0
Proscy ARP [
Broadcast Relsy Interface none El

Server IP address — Add any local IP address Except the IP of your Local LAN series

Client Pool -- Give the range of IP for the PPTP client



All other configuration is by default and submits to save the configuration.

After configure the PPTP server configure the PPTP users (VPN users)

To create the user click on Service ---> User management and add the user.

Refer below screen shot---

¥ Users m m 'ﬁj‘
First Mame™ admin

Last Name™ admin

User-ID* admin

Password™ sssassen

Confirm Password™ srssnnen

Uzer Typs Administrator =]

Configuration Details
Create Mail Account o
Create IM Account

Enzble Web Access

Create PPTP Account

PPTP Configuration

Client PFTF IF Address

Configure the TAB and username and password and just enable the Create PPTP Account

Client IP Address--- Add the ip in the range of PPTP client IP pool.

To define the PPTP IP for the particular user add IP in the Client PPTP IP address and submit to
submit to the configuration.
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TO configure the IPSEC server click one VPN --- IPSEC VPN
Enable —to Enable the IPSEC VPN server

Enable NAT-T support --- Enable for the NAT traversal
Then Click on Add IPSEC GATEWAY

Please refer the below screen shot

¥ IPSec Gateway Configuration m m ﬁj
Position 1

Enzble

Comment S5SPL BANGALORE
Authentication PSK [w]
PSK Key qlwleIrdts

Local 10 Type P [w]
Local IP™* 203.152,246.74

Local Nest Hop™ 203.152.245.73

Alternate Local ID Type DISAEBLE El
Remacte ID Type P [w]
Remote IP™ 122.166.120.34

Remote Nest Hop 122.166.120.33

Alternate Remote 1D Type DISABLE El
Negotistion Mode Main [w]
IKE Multiple proposzls

IKE SA Life Time™ &0

Enable —to Enable the Rule

Comment—Add the name for Rule

Authentication — Select PSK (Phase shift Key)

PSK Key—configure the PSK Key for the IPSEC Network

Local IP — select IP (for gateway to gateway configuration)

Local IP—configure your Static IP Hosted in your firewall

Local Nest Hop — Configure the gateway of Static IP hosted on AnexGATE

Alternate Local ID Type — Disable



Remote ID Type — IP

Remote IP — configure the Static IP of Your Destination Network (Client Static IP)
Remote Next Hop — configure the Gateway of your Remote Destination network
Alternate Remote ID type — Disable

Negotiation Mode — main

IKE Multiple Proposals — Enable

IKE SA Life time -- 60 By default that can be MAX 480 Min

After the above configuration add the IP Sec Tunnel

Click on Add IPSEC Tunnel

Refer the below screen shot

f ¥ IPSec Tunnel configuration m m ﬁj
Position 1
Mame™ IPSEC TUNEEL
Enzble W
IPSec Tunnel Typs Subnet to Subnst El
Local Subnet™ 132.168.2.0/ 24
Remote Subnet™ 152,168,0.0/24
Encapsulstion Mode Tunnal
IPSec Multiprosals v
ESP SA Life Time™ 480
PFS 7]

Name — Create the IPSEC Tunnel Name
Enable — to Enable the Tunnel
IP Sec Tunnel name — Subnet to Subnet/Host to Subnet / Subnet to Host

Local Subnet — configure the Local Subnet of your Network
27



Remote Subnet — Configure the Remote Network Subnet
Encapsulation Mode — Tunnel

IP Sec Multiprosals — Enable

ESP SA Life Time — 60 Min By Default (MAX upto 480 Min)

PFS — Enable

Submit to save the configuration

To check the IP SEC connection Click on Node Status -= IP Sec VPN and click on details

Port Status  Bandwidth Usage System Status Process List Service Detail SecureVPN PPTP  IPSecWVPN  WIFI HotSpot

IPSec Active Sessions

State Name Tunnel ID Status Remote Gateway Details
9 IPSEC TUNEEL ipsectunnel_1_1 Phase 2 Quick mode/IPSec SA Established 122.166.120.34 Details
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